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1. Introduction

Over the past three decades, data access, sharing and use have become central drivers of
economic growth and social well-being. Data, and in particular their transfer and sharing across
borders, have become an integral part of every sector of the economy as well as a critical source
of innovation for disruptive technologies such as the Internet of Things and Artificial Intelligence.
However, the ubiquitous exchange of data across borders has amplified a range of concerns for
governments, businesses, and citizens, eroding trust among them.

In response to this erosion of trust, policies and regulations addressing cross-border data flows
are increasing. There are different reasons motivating countries to regulate cross-border data
flows, often placing conditions on its sharing abroad. One reason is to safeguard the privacy of
individuals and their personal data. Countries may also place conditions on the flow of data to
ensure access by domestic authorities to data that are important for law enforcement or audit
purposes. Conditions placed on cross-border data flows might also arise for the protection of
information deemed to be sensitive from a security perspective. Lastly, some countries are using
cross-border data regulation with a view to developing domestic capacity in digitally intensive
sectors, as a form of digital industrial policy (OECD, 2020y4;).

However, the resulting multi-layered landscape of policies and regulations governing cross-
border data flows is creating additional costs, operational complexity and uncertainties for
businesses and other entities to share data across borders, and for governments to enforce
public policy objectives.

As data gain their rightful place as an important resource for the global economy, it is important
to establish and advance trust to facilitate data sharing, domestically and especially across
borders. Individuals may be reluctant to engage with businesses where they perceive a deficit of
trust and, in turn, businesses may struggle to reap the benefits of scale unless they can operate
with trust globally. The notion of trust also plays a role in how governments and individuals
interact with other governments, enabling trusted cross-border regulatory cooperation.

In this context, the international policy community has demonstrated a growing interest in
dialogue and processes to facilitate cross-border data flows with trust. Although the
understanding of what trust means for individuals, business or governments can vary, significant
momentum for this policy agenda in the G7, and G20, has gone hand in hand with a wide range
of — often complementary — policy initiatives at the national and international levels.

This report takes stock of existing agreements, processes and initiatives involving the G7
countries that contribute to promoting trusted cross-border data flows, with a view to informing
future G7 efforts in this area. This includes an overview of unilateral policies and regulations
(Section 2); inter-governmental level processes (Section 3); and technological and organisational
measures (Section 4). Sections 2-4 describe and examine key policies and initiatives under each
of these categories (Figure 1) and section 5 summarises the findings and identifies possible next
steps for this policy agenda.
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2. Unilateral policies and regulations

Throughout the past few decades, countries have developed and implemented a range of policies
and regulations to unilaterally govern the flow of data across borders in an effort to establish
trust. Although developed at different times, these unilateral policies and regulations share some
common elements. First, they share the common purpose of enabling cross-border data flows
while protecting other public policy objectives. Second, these policies and regulations
increasingly share the types of provisions, mechanisms and instruments that they use or
recognise to realise this common purpose (Casalini, Lopez-Gonzalez and Nemoto, 20212).

In particular, the provisions or mechanisms used or recognised by unilateral policies and
regulations can be grouped into two main categories:

(a) ‘Open safeguards’ that rely primarily on the transferring entity to ensure the continued
protection of the public policy objectives involved without being generally prescriptive as to how
these requirements must be met.

‘Open safeguards’ include, for instance, provisions such as the ex-post accountability
principle, according to which data exporting entities must ensure that overseas recipients handle
that data consistently with the requirements of local laws, or the general requirement for the
transferring entity to put in place some form of contractual protection, or to assess the sufficiency
of the level of protection after the transfer; and
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(b) ‘Pre-authorised safeguards’ that are generally characterised by a greater involvement
of the public sector ex-ante to ensure trusted data transfers. Such publicly ‘pre-authorised
safeguards’ include, for instance, unilateral whitelisting of a recipient country by the public sector,
the required incorporation into contracts of specific clauses pre-approved by the public sector
(e.g., standard or model contractual clauses), or public sector’s pre-approval of organisations’
binding corporate rules, or domestic certification schemes whose operation is monitored directly
(public certification scheme) or indirectly (public accreditation of private certifiers) by a public
entity.

In recent years, an increasing number of countries have issued model or standard contractual
clauses for cross-border data transfers as a type of ‘pre-authorised safeguard’ mechanism.
Public authorities, in cooperation with Privacy Enforcement Authorities, have developed such
contractual clauses that are in turn recommended or sometimes even required for contracts
between entities seeking to share data across borders. When incorporated into contracts, these
clauses are automatically considered as sufficient for a lawful transfer of data. Examples of
countries that have developed such type of pre-approved contractual clauses include, among
others (Robinson, Kizawa and Ronchi, 20213)):

e All European Economic Area’s countries, through the European Commission’s
development of the recently modernised “Standard Contractual Clauses” (SCCs) (European
Commissiongs));

e New Zealand’s model contract clauses (Office of the Privacy Commissioners);

e The United Kingdom’s International Data Transfer Agreement (Information
Commissioner's Officep); and

o Argentina’s data protection contractual clauses (Ministry of Justice and Human Rights,
Argentinarz).

Testifying to the growing recognition of pre-approved contractual clauses as a useful tool to
enable trusted cross-border data flows is the work undertaken also in some regional
organisations to support their member countries to leverage this mechanism to achieve trusted
cross-border data flows. In 2021, ASEAN published a set of Model Contractual Clauses for
Cross-Border Data Transfers (ASEAN, 2021jg). In the same year, the Ibero-American Data
Protection Network adopted a resolution recognising the importance of SCCs as a transfer tool
and triggering the adoption procedure for SCCs (RIPD, 2021y). Pre-approved contractual
clauses are also a recognised instrument under the modernised version of the Council of
Europe’s Convention 108 (see Article 14(3) (b) (Council of Europe, 2018;1q))).

3. Inter-governmental processes

A range of processes in inter-governmental fora have also taken place or are ongoing to help
advance cooperation and enable trusted cross-border data flows. These include: deliberations
by the G7 and the G20 (subsection 3.1); standard-setting efforts and research and analysis
initiatives promoting dialogue in multilateral organisations (section 3.2); standard-setting or
binding agreements among regional partners (section 3.3); and a variety of trade agreements of
a preferential nature (section 3.4).
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3.1 The G7 and G20 deliberations in the areas of Data Free Flow with Trust and cross-
border data flows

For the past few years, the G7 and the G20 have increasingly emphasised the importance of
promoting cross-border data flows in their deliberations.

In 2019, at the World Economic Forum in Davos, Japanese Prime Minister Shinzo Abe first
declared the launch of the ‘Osaka Track’ on Data Free Flow with Trust (DFFT), referring to a
vision in which openness and trust in data flows co-exist and complement each other. That year,
the Osaka Leaders’ Declaration and G20 Ministerial Statement on Trade and the Digital Economy
agreed to that concept and recognised that cross-border data flows raised “challenges related to
privacy, data protection, intellectual property rights, and security” and agreed that “by continuing
to collaborate on these challenges, we could further facilitate data free flow and strengthen
consumer and business trust.” They also agreed to cooperate to “encourage the interoperability
of different frameworks”.

In 2020, the G20 Riyadh Leaders’ Declaration re-affirmed agreement to “further facilitate data
free flow and strengthen consumer and business trust”.

In 2021, the G7 Digital Track and Trade Tracks worked on the issue of DFFT. In April 2021, in
the G7 Roadmap for Cooperation on Data Free Flow with Trust, G7 Digital and Technology
Ministers recognised “the importance of unlocking the power of data in our economies and our
societies, while continuing to address challenges related to privacy, data protection, intellectual
property rights, and security.” They also sought to draw upon “shared values as like-minded,
democratic, open and outward looking nations to support a plan of work which realises the
benefits of data free flow with trust.” In parallel, the G7 Trade Ministers developed a set of digital
trade principles, including about how “data should be able to flow freely across borders with trust,
including the trust of individuals and businesses.”

In 2021, the G20 Rome Leaders’ Declaration also acknowledged the importance of “data free
flow with trust and cross-border data flows”. Most notably, it expressed agreement to “continue
to further common understanding and to work towards identifying commonalities,
complementarities and elements of convergence between existing regulatory approaches and
instruments enabling data to flow with trust, in order to foster future interoperability.”

Most recently, under the German G7 Presidency of 2022, G7 Digital and Technology Ministers
declared “that [DFFT] underpins innovation, prosperity and democratic values.” They also
adopted a G7 Action Plan for Promoting Data Free Flow with Trust, expressing “commitment to
strengthening the evidence base for DFFT, building on commonalities in order to foster future
interoperability, continuing regulatory cooperation® and “promoting DFFT in the context of digital
trade.”

Building on this joint G7 aspiration, the G7 Digital Ministers also welcomed “the intention of the
Japanese G7 Presidency in 2023 to continue work on the basis of this declaration on [...] DFFT,
including promoting regulatory cooperation for DFFT, in particular through round table
discussions of data protection and privacy authorities.”

The Financial Stability Board, a body established by the G7 and then G20 in 2009, has also
recently concluded a survey seeking feedback on how existing national and regional data
frameworks affect cross-border data flows and cross-border payments.

Overall, these developments signal consistent political commitment from G7 and G20 countries
to collaboration to promote DFFT.


https://portal.oecd.org/eshare/sti/pc/Deliverables/Collaboration-with-non-STI-Staff/CDEP/G7/Cross-border%20data%20flows/:%20https:/www.weforum.org/agenda/2019/01/abe-speech-transcript
https://www.consilium.europa.eu/media/40124/final_g20_osaka_leaders_declaration.pdf
https://trade.ec.europa.eu/doclib/docs/2019/june/tradoc_157920.pdf
https://www.mofa.go.jp/files/100117981.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/986160/Annex_2__Roadmap_for_cooperation_on_Data_Free_Flow_with_Trust.pdf
https://www.gov.uk/government/news/g7-trade-ministers-digital-trade-principles
https://www.gov.uk/government/news/g7-trade-ministers-digital-trade-principles
https://www.consilium.europa.eu/media/52732/final-final-g20-rome-declaration.pdf
https://bmdv.bund.de/SharedDocs/DE/Anlage/K/g7-praesidentschaft-final-declaration.pdf?__blob=publicationFile
https://bmdv.bund.de/SharedDocs/DE/Anlage/K/g7-praesidentschaft-final-declaration-annex-1.pdf?__blob=publicationFile
https://www.fsb.org/2021/12/fsb-seeks-feedback-on-how-existing-national-and-regional-data-frameworks-affect-cross-border-data-flows/
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3.2 Multilateral approaches

Organisation for Economic Co-Operation and Development (OECD)

The OECD has long recognised the role that both cross-border data flows and trust play in the
digital economy.

In the OECD’s 2016 Ministerial Declaration on the Digital Economy (the Cancun Declaration),
countries declared that they would “Support the free flow of information to catalyse innovation
and creativity, support research and knowledge sharing, enhance trade and e-commerce, enable
the development of new businesses and services, and increase people’s welfare through
policies, grounded in respect for human rights and the rule of law, that reinforce the Internet’s
openness, in particular its distributed and interconnected nature, while respecting applicable
frameworks for privacy and data protection, and strengthening digital security” (OECD, 2016}11)).

The Cancun Declaration also underscored the need to adopt evidence-based policies to
strengthen trust. In particular, it called “to promote digital security risk management and the
protection of privacy, and to adopt policies and regulatory frameworks that strengthen consumer
trust and product safety, to stimulate and help to reduce impediments to e-commerce” (OECD,
2016q11)).

In this context, the OECD work programme has focused on providing common frameworks on
data governance to strengthen trust in the digital environment, either in the form of standards
through OECD Council Recommendations, or in the form of analytical research and analysis.

OECD Council Recommendations

Several OECD Council Recommendations adhered to by member countries and partner
economies provide high-level, actionable and result-oriented principles on data governance
issues, while accommodating the differences between countries’ regulatory systems and
institutional set-up. By doing so, they promote coherence of regulatory frameworks in different
countries. The process to develop these instruments, and periodically review them, also entails
discussions and knowledge exchange at the international level, which can help to foster trust
beneficial to promoting cross-border data flows. An overview of key OECD Council
Recommendations in this area is provided in Box 1.

Box 1. Key OECD Council Recommendations contributing to trusted cross-border data flows

a. OECD Recommendation of the Council Concerning Guidelines on the Protection
of Privacy and Transborder Flows of Personal Data (2013[12;) (OECD/LEGAL/0188)

The OECD Guidelines Governing the Protection of Privacy and Transborder Flows of
Data were the first internationally agreed-upon set of privacy principles. The Guidelines
were a response to two interrelated trends: a recognition of the importance of
information — including personal information — in the global economy; and emerging
concerns about the possible impact on the rights of individuals resulting from the
automated processing of personal information made possible by the first generation of
computer technology. Principle-based and technology-neutral, the Guidelines have
served as an important guide and reference point for policy makers as they develop
their privacy frameworks, helping to foster coherence and therefore trust when data
crosses borders (OECD, 2013[12)).

b. OECD Recommendation on Cross-border Co-operation in the Enforcement of
Laws Protecting Privacy (200713)) (OECD/LEGAL/0352)



https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0188
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0352

Changes in the character and volume of cross-border data flows have elevated privacy
risks for individuals and highlighted the need for better co-operation among the
authorities charged with providing them protection. This Recommendation reflects a
commitment by governments to improve their domestic frameworks for privacy law
enforcement to enable their privacy enforcement authorities to co-operate with foreign
authorities, as well as to provide mutual assistance to one another in the enforcement
of privacy laws, to foster trust in cross-border data flows.

c. OECD Recommendation on Enhancing Access to and Sharing of Data (2021(14))
(OECD/LEGAL/0463)

The OECD Recommendation on Enhancing Access to and Sharing of Data (EASD) is
the first internationally agreed upon set of principles and policy guidance on how
governments can maximise the cross-sectoral benefits of all types of data — personal,
non-personal, open, proprietary, public and private — while protecting the rights of
individuals and organisations. The Recommendation intends to help governments
develop coherent data governance policies and frameworks to unlock the potential
benefits of data across and within sectors, countries, organisations, and communities.
It aims to reinforce trust across the data ecosystem, stimulate investment in data and
incentivise data access and sharing, and foster effective and responsible data access,
sharing and use across sectors and countries.

d. OECD Recommendations on digital security, including: OECD Recommendation on
Digital Security Risk Management for Economic and Social Prosperity (2015}15)
(OECD/LEGAL/0415); OECD Recommendation on Digital Security of Critical Activities
(OECD/LEGAL/0456) (201916)); OECD Recommendation concerning Guidelines for
Cryptography Policy (OECD/LEGAL/0289) (199717)).

Digital security threats and incidents can lead to significant economic and social
consequences, as well as to loss of trust among public and private organisations and
individuals. These Digital security Recommendations aim to bridge the technical and
policy level, and guide policy makers to develop digital security strategies and policies
that foster trust and resilience, that support digital transformation, competitiveness and
growth, and that protect critical activities, human rights and fundamental values in a
coherent manner.

OECD’s research and analysis work

The OECD also produces a range of analytical reports and continuously facilitates dialogue on
important policy issues, including with a specific attention to the policy agenda of cross-border
data flows.

OECD research and convening processes have contributed to the discussion on cross-border
data flows throughout the years. Most recently, the work has sought to develop the evidence-
base to foster trust, and facilitate international dialogue and cooperation in areas that are
particularly relevant to enabling trusted cross-border data flows. This has mostly taken place in
the context of a transdisciplinary project on Data governance for growth and well-being (OECD
Going Digital Phase Il for the 2021-2022 biennium).

In particular, this OECD work has highlighted the growing number of measures affecting cross-
border data flows and provided a taxonomy of approaches (Casalini and Lopez Gonzalez,
2019pg). It has also identified commonalities across the different instruments for moving data
across borders with a view to helping countries identify areas for potential collaboration (Casalini,
Lopez-Gonzalez and Nemoto, 20212). It then conducted a deep-dive on issues around ensuring
the interoperability of privacy and data protection frameworks specifically, highlighting promising
initiatives by governments and privacy enforcement authorities at the national and international
levels to foster trust (Robinson, Kizawa and Ronchi, 20213;). The OECD has also been hosting


https://www.oecd.org/sti/ieconomy/38770483.pdf
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0463
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0415
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0456
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0289
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an effort to articulate shared principles on government access to personal data held by the private
sector (CDEP, 2020;19;), which may represent a critical step to recognise commonalities in this
respect where they exist and in doing so, complement other cooperation efforts to foster trust in
data flows.'

Moreover, in the context of the review of the OECD Privacy Guidelines, work on data localisation
has emphasised the need to recognise the effect that data localisation has on transborder data
flows (Svantesson, 2020;0;). An exercise mapping data localisation measures then highlighted
the rise in data localisation measures and their increasing restrictiveness (Lopez-Gonzalez,
Casalini and Porras, 202221;).

Work at the OECD is also ongoing to help policy-makers navigate the role of privacy enhancing
technologies (PETs) for data governance and stimulate international knowledge sharing in this
area. Finally, there is also work at the OECD to improve the measurement of data, including
efforts to quantitatively assess the effects of cross-border data policy options, including data
localisation, with respect to different policy objectives (such as economic activity and trust) to
inform policy discussions in the future.

United Nations (UN)

The United Nations (UN) is contributing to the discussion and has processes in place that are
relevant to fostering trusted cross-border data flows.

The United Nations Conference on Trade and Development (UNCTAD)’s Digital Economy Report
of 2021 addressed the issue of “Cross-border data flows and development: For whom the data
flow”. The Report found that the state of the international debate on how to regulate cross-border
data flows was at an impasse, as positions tend to be polarised, with strong influences from the
major economic powers. Moreover, global digital corporations are seeking to expand their own
data ecosystems. In spite of the risk of fragmentation, this report also found that there are some
signs of possible convergence among the main data realms. While the Report did not seek to
provide an all-encompassing solution, it called for moving away from the silo approach towards
a more holistic, coordinated global approach, including via new and innovative ways of global
governance (UNCTAD, 202122).

Implementing this approach, in 2022 the UN Committee of Experts on Big Data and Data Science
for Official Statistics launched a UN PET Lab that has the specific aim to pilot a programme that
would make international data sharing more secure by using PETs. The UN PET Lab will bring
together statistical bodies to collaborate with technology providers that offer PET technologies to
test solutions to transfer data across borders compliantly. The US Census Bureau, Statistics
Netherlands, the Italian National Institute of Statistics, and the UK’s Office for National Statistics
are involved in the project (UN Stats, 2022,3)).

World Trade Organisation (WTQO)

Since 2017, the WTO has focused its attention on trade-related aspects of e-commerce, under
the heading of “Joint Statement Initiative on E-Commerce” (WTO, 201724)). As of May 2022, 86
WTO members representing over 90% of global trade, have been participating in the
negotiations. According to a statement released in December 2021, text was being negotiated to

"1n 2021 the Global Privacy Assembly, a forum of over 100 data protection authorities, adopted a resolution advocating
for a set of principles to be applied for government access to personal data held by the private sector for national
security and public safety purposes (Global Privacy Assembly, 2021sg)).
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establish disciplines on cross-border data flows, recognised as a key building block for a high-
standard and commercially meaningful outcome (WTO, 202125)).

In relation to this, ajoint Industry Statement on Cross-Border Data Transfers and Data
Localization Disciplines in the WTO Negotiations on E-Commerce released in January 2021
encourages WTO negotiators to agree on a framework to facilitate the seamless and secure
movement of information across borders (ICC, 2021 2¢)).

World Bank

The World Bank’s “World Development Report 2021: Data for Better Lives” sought to answer
questions about the governance arrangements that are needed to support the generation and
use of data in a safe, ethical, and secure way, while also delivering value equitably.

In relation to cross-border data flows specifically, the report argued that the expanding role of
data in ubiquitous platform business models is reshaping competition, trade, and taxation in the
real economy, posing important risks for low- and middle-income countries. On that basis, the
report called for internationally coordinated action—on antitrust enforcement, regulation of
platform firms, data standards, trade agreements, and tax policy—to ensure efficient, equitable
policies for the data economy that respond to countries’ needs and interests (World Bank,
202127)).

3.3 Regional arrangements

Regional arrangements have also addressed the issue of cross-border data flows. In particular,
the Asia-Pacific Economic Cooperation (APEC), the Association of Southeast Asian Nations
(ASEAN), the European Union (EU)?, and the Council of Europe are key regional entities where
G7 members are involved that have developed regional standards or binding agreements to
promote trusted cross-border data flows among their members and beyond.

The APEC? Privacy Framework (originally developed in 2005 and modelled upon the OECD
Privacy Guidelines) sets out the APEC information privacy principles and it provides guidance
for their domestic and international implementation. Updated in 2015 to reflect the 2013 revisions
to the OECD Privacy Guidelines, the APEC Privacy Framework calls on member economies to
give practical effect to the Framework, including by encouraging and supporting the development
of international arrangements that promote interoperability among the respective privacy
instruments.

The APEC Privacy Framework also forms the basis for the APEC Cross-border Privacy
Enforcement Arrangement (CPEA) and the APEC Cross-Border Privacy Rules (CBPR) System.
The APEC CBPR System, which has been in place since 2011, is a framework developed by
APEC economies to promote the interoperability of privacy regulation through enforcement of
minimum standards. The CBPR System is not mandatory for APEC economies, and once an
economy has adhered to the System, companies can choose whether to seek certification under

2 EU’s regulations are considered as an inter-governmental effort for the purpose of this exercise. However, in light of
the involvement of the European Commission in the initiation and the European Parliament in the approval of these
regulations, and the unique nature of the EU legislation and integration process more broadly, EU’s regulations may
be regarded as a sui-generis inter-governmental effort.

3 APEC’s member economies are: Australia; Brunei Darussalam; Canada; Chile; People's Republic of China; Hong
Kong (China); Indonesia; Japan; Korea; Malaysia; Mexico; New Zealand; Papua New Guinea; Peru; Philippines;
Russian Federation; Singapore; Chinese Taipei; Thailand; United States; Viet Nam.
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the System (cbrs.orgpg)). To date, seven of the twenty-one APEC economies are participating in
the System and in April 2022, the participating economies have launched a Global CBPR Forum
to establish the Global Cross Border Privacy Rules (CBPR) and Privacy Recognition for
Processors (PRP) Systems. These would be data privacy certifications that help companies
demonstrate compliance with internationally recognised data privacy standards (U.S.
Department of Commerce, 20222q)).

The ASEAN* Framework on Personal Data Protection serves to strengthen the protection of
personal data in ASEAN countries and to facilitate cooperation among participants in the
Framework. The Framework does not create legally binding domestic or international obligations,
but it encourages participating economies to endeavour to cooperate, promote, and implement
the privacy principles set out in the Framework while continuing to ensure and facilitate the free
flow of information among ASEAN Member States (ASEAN, 201630;; ASEAN, 201831)).

In January 2021 the ASEAN'’s first Digital Ministers’ Meeting (ADGMIN) also approved the
ASEAN Data Management Framework (DMF) (ASEAN, 202132;) and Model Contractual Clauses
for Cross Border Data Flows (MCCs) (ASEAN, 2021). The initiatives were developed by the
Working Group on Digital Data Governance chaired by Singapore.

In particular, the ASEAN MCCs are key resource and tool for ASEAN businesses. The MCCs
are template contractual terms and conditions that may be included in the binding legal
agreements between businesses transferring personal data to each other across borders. This
helps to reduce the negotiation and compliance cost and time, especially for SMEs, while
ensuring personal data protection when data is transferred across borders (ASEAN, 202133)).

In the EU, arguably the most ambitious attempt to establish trusted cross-border data flows has
taken place with the adoption of the General Data Protection Regulation (GDPR). The GDPR
establishes mandatory rules for how organisations and companies can process personal data
and is directly applicable in all countries participating in the European Economic Area (EEA). This
means that data protection law is virtually harmonised across countries where the regulation
applies, by virtue of which free flow of data is ensured among them. GDPR also establishes
common rules to govern transfers from EEA countries to third (non-EEA) countries, including
through mechanisms such as adequacy decisions, standard contractual clauses or binding
corporate rules, among others (European Union, 201634)).

In 2018, the EU also adopted a Regulation on a framework for the free flow of non-personal data
in the European Union, which provides for companies and public administrations to store and
process non-personal data wherever they choose in the EU, prohibiting for its member countries
to impose data localisation requirements (i.e. obligations to store data domestically), except when
a restriction or a prohibition is justified by public security reasons. This is based on the agreement
that competent authorities will be able to access data in any EU member state, in accordance
with Union or national law, and they cannot be refused access to data on the basis that data are
processed in another Member State (European Union, 2016;3s)).

In 2022, the EU Data Governance Act (DGA) has come into force. The DGA regulates the
processing of electronic data, whether personal or not, with the aim to harmonise data
governance among Member States and thereby ensure the free flow of all types of data among
them. It sets up mechanisms to facilitate the reuse of certain categories of protected public-sector
data and fosters instruments such as data intermediation services and data altruism. Notably, it
provides rules for data transfers to third countries, including envisaging mechanisms such

4 ASEAN Member States are: Brunei Darussalam; Cambodia; Indonesia; Lao People’s Democratic Republic;
Malaysia; Myanmar; Philippines; Singapore; Thailand; Viet Nam.
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adequacy decisions and standard contractual clauses for non-personal data (European
Commission, 20203g)).

Finally, the 1981 Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data, commonly referred to as Convention 108 of the Council of Europe, is a
treaty protecting the right to privacy of individuals with respect to personal data that are
automatically processed (Council of Europesz). To date, fifty-three states, mostly European but
also beyond, have committed to establish, under their own domestic law, sanctions and remedies
for violations of the Convention’s provisions.

Convention 108 establishes that states that are signatories to the Convention could not restrict
the free flow of personal data between each other. Conversely they were to allow transfers to
non-signatory countries only where an adequate level of protection was ensured in the recipient
entity or where safeguards were in place (Council of Europe, 2001 3g)).

A modernised Convention, commonly referred to as “C108+”, was adopted by the Committee of
Ministers on 18 May 2018 and opened for signature on 10 October 2018. When it will enter into
force, it will repeal the 2001 Additional Protocol. The new Protocol of 2018 still provides that
States that are party to the Convention should not restrict the flow of personal data among
themselves. Like the original Convention, exceptions apply to cases where there is a risk that the
transfer could lead to the circumvention of the provisions of the Convention, and it provides an
additional exception where a party is bound by harmonised rules of protection shared by States
belonging to a regional international organisation (Council of Europe, 20181q)).

This means that when the 2018 Protocol enters into force the signatories to the Convention will
not be bound to ensure the free flow of data between each other if one of the exceptions apply.
The newly introduced exception, for example, applies to the Member States of the European
Union. However recitals of the EU’s GDPR suggest that a third country's accession to Convention
108 and its implementation would be an important factor when applying the European Union's
international transfer regime, in particular when assessing whether the third country offers an
adequate level of protection (Official Journal of the European Union, 20163g)).

3.4 Preferential trade agreements

In parallel to the endeavours discussed above, multiple preferential trade and digital economy
agreements are increasingly addressing issues around cross-border data flows and trust (in the
context of both personal and non-personal data). Since 2008, and up to December 2020, 29
agreements involving 72 economies have introduced some form of data flow provisions (Casalini,
Lopez-Gonzalez and Nemoto, 2021).

At the same time, the depth of these provisions varies among agreements. Around half of these
agreements include non-binding guidance on data flows, with broad provisions affirming the
importance of working to maintain cross-border data flows (e.g. Korea-Peru Free Trade
Agreement (FTA) and Central America-Mexico FTA) (sice.oas.orgug; sice.oas.orgus). The other
half, most of which signed in the last five years, contains binding commitments on data flows (of
all types of data) — with notable cases being the Comprehensive and Progressive Agreement for
Trans-Pacific Partnership (CPTPP)° (New Zealand Ministry of Foreign Affairs and Tradepuz), the
United States, Mexico, and Canada Agreement (USMCA) and the EU-UK Trade and Cooperation
Agreement.

5 Parties to CPTPP are: Canada, Australia, Brunei, Chile, Japan, Malaysia, Mexico, New Zealand, Peru, Singapore
and Viet Nam.
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Almost all of these agreements also include exceptions allowing parties to restrict data flows to
meet “legitimate public policy objectives” and most notably, all these include provisions on the
need for domestic privacy legislation (including references to the inter-governmental
arrangements outlined above).

In this sense, governments are increasingly using trade agreements to underpin both the need
to enable data flows as essential to trade in the digital era, and the recognition that data flows
need to be accompanied by safeguards for personal data protection, including via reference to
inter-governmental arrangements.

Recently, the EU-UK Trade and Cooperation Agreement (TCA) introduced a clause stating that
“measures on the protection of personal data and privacy, including with respect to cross-border
data transfers” should include “instruments enabling transfers under conditions of general
application for the protection of the data transferred”.

Relatedly, these agreements increasingly include provisions prohibiting requirements that
computing facilities be located domestically as a condition for conducting business, such as in
the case for CPTPP (see Article 14.13) and USMCA (see Article 19.12), among others (Nemoto
and Lopez Gonzalez, 20213)).

In parallel, countries have also started negotiating broader digital economy agreements (DEAs)
which touch on a range of issues, from artificial intelligence to e-payments. These new types of
trade arrangements often include binding provisions on both maintaining personal data protection
frameworks, and allowing cross-border data flows, subject to certain exceptions. For example,
the United Kingdom and Singapore have signed a Digital Economy Agreement (UKSDEA) in
2022 (mti.gov.sg, 20224).

4. Technological and organisational measures

While different entities hold vast amounts of data, they and other companies, organisations,
individuals, and governments may not always be drawing the most benefit from that data due to
issues of trust, incentives that prevent data sharing, or other operational issues that prevent
finding and accessing data strategically, especially across borders.

Recognising this need, a range of technological and organisational measures have started being
developed to help to overcome some of those issues, breaking silos between organisations,
sectors and countries. Various types of technological and organisational measures exist, that can
also be complementary between them to achieve more secure data access and sharing.

In particular, ‘data intermediaries’ have emerged. The term ‘data intermediary’ is not universally
defined and stocktaking exercises about data intermediaries may indeed suffer from
terminological inconsistency and vagueness (Wernick, Olk and Von Grafenstein, 2020s)).
Broadly speaking, they can be understood as a loosely defined category of actors brokering the
relationship between actors sharing data and those accessing data through technical and
organisational means, facilitating if not enhancing the use and re-use of data across societies
(World Economic Forum, 20224¢; Centre for Data Ethics and Innovation, 2021y47; OECD,
2019us)).

Data intermediaries may refer to organisations that work through a centralised or decentralised
approach. Centralised approaches range from entities that provide analytical services in siloed
environments, to organisations that act as mediators negotiating sharing arrangements, to
organisations managing access rights and ensuring compliance with relevant data protection
regulations, or to organisations offering as-a-service new technological solutions for sharing
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data®. For example, some data intermediaries of this kind leverage PETs to enable sensitive data
to be more widely utilised, or to enable data to be accessed in a more privacy-focused way,
allowing stakeholders to extract relevant information from a dataset without gaining access to the
raw data (Centre for Data Ethics and Innovation, 2021y7;; OECD, 2019ug)).

This section focuses on data spaces as one type of decentralised data intermediary for promoting
cross-border data flows.

4.1 Data spaces

An innovative approach known as “data spaces” or “data industrial platforms” is gaining
momentum as an option to overcome some of the challenges related to sharing data, including
across borders, especially with respect to “industrial” or “non-personal” data.

Data spaces are a system where data is shared based on standards that are open and
transparent with the objective to enable cooperation, lower barriers to entry, and promote
innovation in the digital economy (GAIA-X, 2019u49; International Data Spaces Association,
202250)).

Examples of data spaces in recent years include:

o Gaia-X is a European initiative to develop a software framework of control and
governance and implement a common set of policies and rules to be applied to any existing
cloud/ edge technology stack to obtain transparency, controllability, portability and
interoperability across data and services. The framework is meant to be deployed on top of
any existing cloud platform that adheres to the Gaia-X standard. Through this standard, the
aim is to establish an ecosystem in which data is made available, collated and shared in a
trustworthy environment, where generators of data maintain full control and visibility on the
context and purpose for which other actors access data. However, Gaia-X is not conceived to
be a market operator, nor will it operate directly or exclusively any of the services required by
the framework. Gaia-X services are to be created, operated, and adopted by the market
through operators voluntarily deciding to adopt the Gaia-X standard (GAIA-X, 20199)).

o A first example of application of Gaia-X is Catena-X. Catena-X plans to organise itself
as a registered association in Germany. Catena-X sees itself as an extensible
ecosystem in which automotive manufacturers and suppliers, dealer associations and
equipment suppliers, including the providers of applications, platforms and
infrastructure, can all participate equally. The purpose of the association is to create a
uniform standard for information and data sharing throughout the entire automotive
value chain (Catena-X, 202251)).

o The International Data Spaces (IDS) Association, a coalition of over 130 companies,
developed an open standard for data platforms that could be used for the development of
specific data spaces. In particular, the IDS aims to enable new "smart services” and innovative
business processes to work across companies and industries while ensuring that the self-

6 The following may be considered as sub-categories of data intermediaries including centralised approaches such as
data trusts, data custodians, trusted or certified third parties, or decentralised approaches such as industrial data
platforms, data spaces, personal information management systems (PIMS), data sandboxes, data cooperatives, data
collaboratives; although these terms may sometimes be used interchangeably or one term may refer to an actor
fulfilling multiple intermediary roles. This list is non-exhaustive and other types of data intermediaries may emerge with
ongoing and fast developments in this area.
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determined control of data use (data sovereignty) remains in the hands of data providers
(International Data Spaces Association, 20225q).

Following up on the European strategy for data of 2020, possibilities of development

of data spaces have also picked up speed in the context of the European Data Act proposal

publ

ished by the European Commission in February 2022 (“Proposal for a Regulation on

harmonised rules on fair access to and use of data”). According to the proposal, key features

of a

O

common European data space would include:

A secure and privacy-preserving infrastructure to pool, access, share, process and use
data;

A clear and practical structure for access to and use of data in a fair, transparent,
proportionate and non-discriminatory manner and clear and trustworthy data
governance mechanisms;

European rules and values, in particular personal data protection, consumer protection
legislation and competition law, are fully respected;

Data holders will have the possibility, in the data space, to grant access to or to share
certain personal or non-personal data under their control;

Data that is made available can be reused against compensation, including
remuneration, or for free;

Participation of an open number of organisations/ individuals.

These, potentially sectoral, data spaces would for example contribute to the green
transition by improving the management of energy consumption, enabling the delivery of
personalised medicine, and facilitating access to public services. Several priority sectors
for data spaces in Europe have already been identified, including green economy, smart
communities, mobility, and health, among others (European Commission, 2022s;
European Commission, 2022s3)).

The Data Society Alliance (DSA), a coalition of industry, academia and the public sector
in Japan, has established DATA-EX, a platform to promote and facilitate data exchange
between different domains such as education, agriculture, disaster risk management,
healthcare, infrastructure and smart city. DATA-EX is developed and operated by DSA in
close collaboration with the government (Office of IT, Cabinet Secretariat, 2021s4)).

A Japan Data Exchange Inc. (JDEX) has also been established in Japan as a private
sector led initiative to create a large data trading community in the country, spanning
across industry, academia, and government, and contribute to the promotion of a cross-
industry and cross-border data exchange environment. According to the platform’s
website, the platform, relying on Dawex Data Exchange technology and operated by
Kanematsu, will serve multinational trading corporations’ domestic and foreign networks.
The JDEX platform would thus enable the sourcing, exchange, sharing and
commercialisation of data products leveraging the platform's features and capabilities
(JDEX, 2022;s5)).

The Data Exchange Association (DXA) is a global non-profit association that brings
together public and private organisations to accelerate cross-sector, cross-border data
exchanges while developing decisive standards. To achieve these objectives, DXA is
taking various steps, including creating a training and certification program to allow
organisations to assess their maturity and compliance to the common standards and best
practices of data exchange (DXA, 2022(s¢)).
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Overall, the common feature of “data spaces” is the aim to bring together data providers, users
and intermediaries, increasing interoperability and trust to enhance data sharing across entities
and individuals. This can apply horizontally across sectors, as well as vertically within sectors.

At a technical level, data spaces rely on common standards for pooling, or linking, accessing,
processing, using and sharing data between different endpoints. They are based on a shared
understanding of data governance and data-related policy objectives (for example, relating to
privacy and security) (International Data Spaces Association, 2022;s).

Depending on their functioning, data intermediaries may be more or less relevant to enabling
trusted cross-border data flows. Data spaces depend on common rules developed for the space
that allow overcoming legal and technical barriers to data sharing across organisations, achieving
trust through technical, semantic, organisational, and legal interoperability (European
Commission, 2022js3). It logically follows that a key condition for data spaces to scale
internationally is coherence among the data governance frameworks in the countries where
participants in the data space are located. The shared ambition of governments for “data free
flow with trust” could thus drive them to promote international data spaces as an additional tool
towards this objective.

5. Conclusion

Data and their flow across borders is critical to realising the potential of digital technologies for
thriving digital economies and societies, enabling the development of new and innovative
business models and enhancing traditional ones that depend on moving and aggregating data
around the world. In this context, maintaining a high degree of trust in cross-border data flows for
businesses, citizens and societies is key to realising the benefits of digital transformation for our
global economy while upholding high data protection standards.

The stocktaking of key policies and initiatives seeking to promote trusted cross-border data flows
provided in this report aims to offer a basis for G7 countries to continue advancing on this policy
priority in a coordinated and coherent manner.

This report identifies key efforts at the unilateral, inter-governmental and technological and
organisational level that are underway to help advance the cross-border data flows agenda.
These efforts have: supported a better understanding of the current policy landscape; started to
develop an architecture for trusted cross-border data flows including through common standards,
mechanisms and provisions where possible; and consistently called for governments to step up
their cooperation efforts to promote cross-border data sharing in a trusted manner. In this sense,
these efforts are largely complementary to one another.

In the future, it will be useful to continue improving the understanding of the concrete barriers for
moving data across borders. This will be critical to support well-informed efforts on measures
that may help to overcome those barriers, and to orient future international cooperation towards
the design of an enabling policy environment that offers practical solutions to promote trusted
cross-border data flows.

Advancing this understanding among G7 countries, and beyond, will be crucial to support future
policy and regulatory approaches that leverage the full potential of data for global economic and
social prosperity.
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